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What is the Connect Broadband Fibre Residential product?

Connect Broadband Fibre Residential is KCOM'’s ‘white label’ reseller product that we make available to Communications Providers (CPs)* who
have signed the relevant Reseller Agreement with Us. Connect Broadband Fibre Residential enables You, the reseller, to offer fibre broadband
services direct to Your residential customers and gives you control over sales, customer billing, first line customer support. We also provide the
option for You to provide customers with hardware (Customer Premise Equipment (CPE) in the form of a router, and to configure this CPE, as
well as providing all sundry items necessary to provide a useable service.

L A CP is defined in section 405(1) of the Communications Act 2003 (the ‘Act’) as a person who (within the meaning of section 32(4)) Act provides an electronic communications network or an
electronic communications service. This is a broad definition and includes any person that operates a network or service, even if it is a private network or service not available to the public.
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Connect Broadband Fibre Residential is available in the Hull Area. The service is also available in some areas outside Hull where it is called EA
(Expansion Area) Connect Broadband Fibre Residential and subject to a separate contract; please contact your KCOM Wholesale Account
Manager for further details.

Connect Broadband Fibre Residential uses one of two types of technology to deliver broadband services to Your Customers: -

o Fibre to the Premises (FTTP) - a fibre installation directly to the Customer’s premises (speeds are not affected by distance from the
network); or

e Very High-Speed Digital Subscriber Line (VDSL)? — where fibre is connected to the nearest distribution ‘cabinet’ and from there to Your
Customer’s premises, using a copper line. As such, the speed of this part fibre solution is affected by distance of the copper line from
the cabinet and is therefore quoted in a similar way to standard broadband as an ‘up to’ speed. This VDSL technology is able to support
up to 75Mbps.

Wherever possible we use FTTP technology, to enable customers to enjoy the best possible connection speeds. However, in a limited set of
circumstances we do provide broadband services using VDSL technology.

e Connect Broadband Fibre Residential Packages

These services incorporate KCOM network access and connectivity. Your customer will still be able to make calls using the Broadband Fibre
Residential Package Services, but these will either be:

i.  Charged on a pence-per-minute as set out in the Price Manual; or
ii.  Where You have ordered Calls Bolt-ons on behalf of Your Customer, charged at the rate for the applicable Calls Bolt-ons
charge set out in the Price Manual.

We offer two alternative installation solutions for Connect Broadband Fibre Residential:

1. A KCOM managed installation which includes the provision and configuration of a KCOM supplied router by one of Our engineers.

2 VDSL technology is alternatively referred to as ‘part fibre’ or Fibre to The Cabinet (FTTC) technology to denote the fact that fibre is used to provide connectivity the primary connection point from
the exchange.
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2. Option for You to supply your customer with your own CPE (i.e., router and VDSL microfilters)® and to configure it Yourself. This second
connection option requires You to ensure the router that You provide to Your Customer is compatible with the KCOM Fibre Network.
This option also means that You will be responsible for all enquiries from Your Customers regarding the performance of the router that
You supply.*

Connect Broadband Fibre Residential allows You to take ownership of the retail relationship with Your residential customers including sales,
billing and first line support. As a reseller You are responsible for billing Your customers. KCOM will charge You monthly rental charges for
broadband in advance. Please note that where You are also taking call services from KCOM. We will bill those calls in arrears monthly.

Who can buy Connect Broadband Fibre Residential?
Connect Broadband Fibre Residential is only available to CPs who have signed the relevant Reseller Agreement with KCOM.

How do | become a reseller?
You can become a reseller customer if You are a CP. Please contact KCOM’s Wholesale Sales team who will be able to help you: -

wholesale.sales@kcom.com

Can | take a fibre broadband only service, without telephone?

KCOM does not currently offer a broadband-only service as a variant to the Connect Broadband Fibre products. However, if you have any
interest in this type of product, please contact your KCOM Wholesale Account Manager to discuss it.

3 In our newer installations we install a VDSL microfilter faceplate rather than using in-line microfilters. We will confirm whether the customer has one of these installed when you place an order with
us.

4 In this instance, where FTTP is installed KCOM will need to enter the premise and install the Optical Network Terminal (ONT). Where the broadband connection is provided In VDSL the engineer
may not need to attend the premise, making the installation live by making the connection at the primary connection point (i.e. VDSL cabinet).
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Where can | find the service description, pricing and / or more information? / What is the cost?
Prices for the packages can be found on the KCOM website at: http://pricing.kcomhome.com/media/1503/p13-

s22 connect broadband fibre residential packages.pdf. The special offers can also be found on the KCOM website at this link
http://pricing.kcomhome.com/media/1505/p13-s24 connect special offers.pdf.

If you would like additional information or would like to discuss the service in further detail, then please get in touch with your KCOM Wholesale
Account Manager who'll be able to assist you.

When can | advertise my prices?
You can advertise your own prices when you are ready to do so.

When can | order the product?

Connect Broadband Fibre Residential will be available for You to order when you become one of Our recognised reseller customers (i.e. we
have a contract under the terms of the Reseller Agreement).

Who manages the installation? / What happens during installation?
We will provide you with the date of an engineer visit and appointments are allocated based on the following slots (including Saturdays): -

e Morning (AM) - Between 8:00 and 12:00
e Afternoon (PM) - Between 12:00 and 16:00

You are responsible for communicating this information to Your Customer.

Where We have made a scheduled appointment with You for either (i) the installation of the Services at Your Customer’s premises or (ii) the
resolution of a fault with the Services at Your Customer’s premises, it is Your responsibility to inform Your Customer of the date and time of the
appointment. You will be subject to a Missed Appointment Charge as set out in the Price Manual if one of Our engineers has been dispatched
to Your Customer’s address and:
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o The appointment is cancelled by You and/or Your Customer after the engineer has been dispatched.

o The person in attendance at the Customer’s premises is under the age of 18

o There is no one at the Customer’s premises.

o There is no one at the Customer’s premises who knows what work is required or who is otherwise authorised to agree it
o You and/or Your Customer ask Our engineer to call back at an alternative time

o Our engineer is refused entry to Your Customer’s premises.

o There are no suitable or there are insufficient power sockets

The Missed Appointment Charge related to any of the reasons above is £100 excluding VAT.
If you cancel the order two or more working days after the order is placed, you will be charged £6.00 excluding VAT

Where You do not purchase a router from Us, we shall ensure that the Services are successfully delivered to the Optical Network Terminal
(ONT) that We will install at Your Customer’s premises. You acknowledge and agree that in order for Your Customer to be able to use the
Services, you will need to install and connect a router that is compatible with the Services to the ONT. Furthermore, you acknowledge and
agree that Your Customer will not have a working broadband service and will not have access to internet services until such time as You
connect a router to the ONT installed at Your Customer’s premises.

If Your Customer is connected to the KCOM Network via an overhead feed, the entry point for a fibre connection will be located approximately
1 metre from the ground directly below where the existing service first makes contact with Your Customer’s property.

If Your Customer is connected to the KCOM Network via an underground feed, the entry point for Your Customer’s network connection will not
change and will continue to be located directly above the duct entry.

Any existing termination point will not be moved unless there is a safe access problem.
Some properties might only have fibre connections. The following applies in respect to these properties:

e If you order telephony or broadband services then they will be provided over fibre and We will not install a copper exchange line.
e Telephony services provided over fibre will be the same as those provided over a copper exchange line except where We state any
differences within the Agreement or the Price Manual or otherwise.
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What are the Customer / End User requirements?

In order to deliver the Services, you acknowledge that Your Customer
/ End User must have:

e a new or existing KCOM exchange line at Your Customer’s
address where the Services will be installed.

e Ethernet LAN running TCP/IP (10 BASE T minimum). For
LAN connections You must supply or ensure that Your
Customer supplies their own PC Ethernet cards; and an
internet-ready device.

Where You require Us to supply a router for use with the Services,
we provide a dual band router to wireless 2.4 and 5Ghz standards
(see below for two current models). To optimise the wireless speed
Your Customer will require wireless AC adaptors or cards for their
PC.

We would remind You that all Customers should consider the security
of their PC. We recommend the use of current anti-virus software and
firewall protection. Email anti-virus protection is provided with email
Post Office Protocol (POP) accounts. Where the Services are
delivered using FTTP, Your Customers will require two functioning
power sockets for the ONT and the router. Please note that the size,
shape and cable direction of the Power Supply Unit (PSU) needs to
be noted when selecting suitable sockets for the installation.

Examples of Power Supply Units®

Where the Services are delivered using VDSL/FTTC, Your
Customers will require a single power socket for the VDSL/FTTC
router and a VDSL/FTTC microfilter.

o = - - E - _—’_'-“_ = ‘

s
.

5PSU Types : XMG - Zyxel Router; DGA - Technicolor router; DSZ Optical Network Terminal; ECI Optical Network Terminal.
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What are router requirements for self-supplied Customer Premise Equipment (CPE)?

The supplied optical terminal equipment specification is: ITU-T G.984.1 [6] — GPON standard). Successful interworking requires an Ethernet
Point to Point Protocol over Ethernet (PPPoE) capable or [Request For Comment — IETF Publications (RFC)] bridge CPE connected to a
personal computer (PC) to be able to:

e Support PPPoE
o KCOM supports the EU connection as a PPPoE service or as the PPPoE Logical Link Control/Sub-Network Access Protocol (LLC/SNAP)
configured to support a single PPP session (VDSL2 only). The KCOM network does not auto sense the encapsulation type for VDSL2 traffic.
o The KCOM network requires that the PPPoE CPE or software-based client is compliant to RFC 2516 and RFC1661 in accordance with UK
industry standards. The PPPoE Maximum Transmission Unit is 1492 bytes. The service does not correct or mitigate where DF (do not
fragment) is set, or the client is not correctly configured to use PPPoE as per the KCOM PPPoE requirements. Therefore, Transmission
Control Protocol (TCP) traffic is required to operate the Maximum Segment Size (MSS) process correctly.
e Support Challenge Handshake Authentication Protocol (CHAP) in accordance with RFC 1994
e Obtain an IP address via a PPPoE LCP process
e Use Ethernet framing to IEEE 802.3 Standards

KCOM is not responsible for the provision or operation of any third-party EU equipment, PC operating systems, drivers and any associated
software.

For VDSL2 the minimum recommendation is G993.2 VDSL2 equipment; this must support 17a Bandplan. All CPE must be capable of operation
to this specification or optimal stable service or delivery rates may not be achieved. G993.5 - G.Vector is NOT supported.
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Fibre Connection to the Building
Outside of the premises the fibre will usually be delivered overhead Engineers will then on the day of install connect a fibre optic cable
or underground and will be terminated into one of our [CTU] from the CTU shown left to the ONT (Optical Network Terminal).

Customer Termination units, examples of which are shown below: _ _
ONT (Optical Network Terminal)

Engineers on the day of install will agree a location to position the
ONT and router. The ONT’s are wall mounted; examples of our two
current ONT’s are below.

TS

; WA

“In our expansion areals
some of our ONT’s are
black DZS units.”

For new installations engineers will then connect the LAN1 port on
the ONT to the WAN port of the router using an RJ45 cable.

Voice Services
Voice Services can be provided using a traditional copper cable and an NTE5 with a PSTN socket or they may be provided using the ATA port
of the ONT. The ATA port of the ONT could have an adapter in it or could be wired to an NTES5.

The exact case will be dependent on several factors but in either case the customer will be presented with a standard PSTN socket.
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How to help your customer set up their Zyxel XMG 3927 router

The Zyxel XMG 3927 router has technology that allows it to set itself up automatically by detecting the type of connection. This means Your
customer shouldn't have to set the router up themselves; however, if there are any issues please utilise this guide to assist Your customer.

Point to note- The router can take up to 4 minutes to fully set up on its own, please allow this time before setting up the router manually.

What types of connection can your customer’s router use?
. The Zyxel router can be used for Connect Fibre (FTTP), Connect
(" “ Fibre [to the Cabinet] (FTTC) and Connect ADSL (ADSL)
/ connections which we show below. Once the router has been
plugged in correctly, it should set itself up automatically. If this
doesn't work, your customer can begin manually configuring the
router.

ZYXEL
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How does Your customer get to the settings page?
1. Your customer needs to connect a device to their Zyxel router using an Ethernet cable (recommended) or using a Wi-Fi connection.

Mew Tab

C @ 192.168.1.1 -
3.
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4. They should now see a Zyxel screen asking them to Login. They need to type in their username and login password, then select Login.

=

ZY>< EL | XMG3927-B50A ae v ZYX EL
Login SSID Lyxel_ xxxx
Wireless key OO
User Name
User name admin
Password
® Login Password XOOXOKKK XK
Login /

5. Tolog into the router, your customer will need the username and password which is located on the card that comes with their router.
This is normally located in the slot on the back.

Password not working?
If this password doesn't work, the router requires a factory reset. To do this, your customer will need to inset a pin into the 'Reset' hole on the

back of the router for 10 seconds. After a few minutes when the router has turned back on, go back to Step 1.
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6. Once Your customer has logged into the router, they should see
the Home screen. This is where Your customer can get an overview of
what's happening on their router. At the very top right of the screen, they

need to select the three black lines to open the Menu

ZY)zEL | XMG3927-B50A

Connectivity

WiFi Settings

—_—
—
246G

@) Zyxel_A3A5

2.4C WiF Name

= 5G WiFiName
56

@) Zyxel A3A5

WiFi Password

WiFi Password

©
S

System Info

Model Name
Firmware Version

System Uptime

> =

XMG3927-B50A
V5.13(ABMT.0)D2
0 days 0 hours 16 mins 31

LANMAC Address 54:83:3A:0B:A3:A4

WAN Status

Connection down >

Guest WiFi Settings @O

2.4G WiFi Name

Lyxel_A3A5_guest

1

5G WiFi Name

Lyxel_A3A5_guest

1

WiFi Password
WiFi Password

cesssascas [®)
p

Home

Network Setting

Broadband
Wireless

Home Networking
Routing

QoS

NAT

DNS

IGMP/MLD

Vian Group
Inferface Grouping
USB Service

Home Connectivity

Security

System Monitor

They then need to select Network Setting and
Broadband.

AN

Wizard

Theme

O

Restart

[*]

Language

B

Logout

At this point, they now need to choose which type of connection they are trying to set up. They should see a list of 3 different interfaces:
ADSL, VDSL and ETHWAN.
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ZY><EL | XMG3927-B50A

Broadbandn Cellulor Backup  Advanced
“

Broadband

You can cenfigure the Intemet setfings of this device. Be careful: comect configurations build successful Intemet

connection.

# Name

1 ADSL

2 VDSL

3 ETHWAN

Type

ATM

PTM

ETH

Mode

Routing

Routing

Routing

Encapsulafion

PPPOA

PPPOE

PPPoE

802.1p 802.1q

N/A

N/A

N/A

N/A

N/A

N/A

4 Add New WAN Interface

IGMP Default MLD
Proxy NAT Galeway IPvé Proxy Modify

N

N

N

Y

Y

Y

¥

¥

Y

Y

Y

Y

oo o

11

KCOM Commercial in Confidence

If they're using regular broadband where they plug into a telephone socket,
they need to look for ADSL and then select the modify button (pencil and paper
icon) on the right-hand side

If they're using Connect Fibre where they plug into a telephone socket, they
need to look for VDSL in the list and select the modify button (pencil and paper
icon) on the right-hand side

If they are using Connect Fibre, where they plug into a fibre box [ONT] on their
wall, look for ETHWAN in the list and select the modify button (pencil and paper
icon) on the right-hand side
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ZY><EL |  XMG3927-B50A

KCOM Commercial in Confidence

Edit WAN Interface
General @ PPP Information

Name ETHWAN

PPP User Name ketré®
Type Ethemet

PPP POSS\NO’d 00000000000000 ©
Mode Routing v PPP _

) @® Auto O On

Connection

Encapsulation | PPPoE v Connect Demand

IPv4/IPvé
Mode

IPv4 IPvé DualStack w

VIAN @O
802.1p

802.1q (1~4074)

Trigger -

PPPoE
Passthrough .:"

IP Address

@® Obtain an IP Address
Automatically

O Static IP Address

If they selected ETHWAN...

If they selected ETHWAN to setup their Connect Fibre,
they should now see a screen titled Edit WAN Interface
that's split into sections. Make sure the following settings
are set correctly:

* Set Mode to Routing
* Set Encapsulation to PPPoE

* For PPP Username, they need to type in their
allocated username

* For PPP Password, they need to type in their
allocated password

» Set PPP Connection Trigger to Auto Connect
*  Set MTU to 1492

They need to then select Apply at the bottom of the
screen to apply the new settings and setup their router.
Once the router has finished applying the settings, they
need to wait 2-3 minutes.

Providing everything was setup correctly, your customer should now be able to browse the internet!
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If they selected VDSL to setup their Connect Fibre, they should now

see a screen titled Edit WAN Interface that's split into sections.
Make sure the following settings are set correctly:

< .

. Edit WAN Interf
. Set Mode to Routing ' merace
. Set Encapsulation to PPPoE General @ .
. For PPP Username, they need to type in their allocated Name DL o teneme | orer
username Type ADSL/VDSL over PT

PPP Password At @

. For PPP Password, they need to type in their allocated Mode Routing v . . o
password Encapsulation | PPPoE A TCr;r;r;ercHon ) Connect - Demand

. . IPv4/IPvé PPPoE
. Set PPP Connection Trigger to Auto Connect Modie IPv4 IPv6 DuciStack v posiovh @
. Set MTU to 1492
They should then select apply at the bottom of the screen to apply e IP Address
the new settings and setup their router. Once the router has 802.1p o o o h
finished applying the settings, they need to wait 2-3 minutes. 802.1q (14094 Automatically

O Static IP Address

Providing everything was setup correctly, your customer should
now be able to browse the internet!
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If they selected ADSL...
If they selected ADSL to setup their broadband, they should now see a screen titled Edit WAN Interface that's split into sections. Make sure the
following settings are set correctly:

Set Mode to Routing

Set Encapsulation to PPPoA

For PPP Username, they need to type in their KCOM username
For PPP Password, they need to type in their KCOM password
Set PPP Connection Trigger to Auto Connect

Set VPI to 1 and VCI to 50

Set Encapsulation to LLC/Snap-Bridging

Set MTU to 1492

Select Apply at the bottom of the screen to apply the new settings and to setup their router. Once the router has finished applying the settings,
they need to wait 2-3 minutes.

Providing everything was setup correctly, your customer should now be able to browse the internet!
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Power button
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How does Your customer change their wireless name and password on their Zyxel XMG 3927 router?

To protect their Zyxel router from being accessed wirelessly by unauthorised users, your customer can change their wireless password. For a
personal touch, they can also change their wireless name.

Changing your WiFi name and password

1. The customer needs to first connect a device to their Zyxel router using an Ethernet cable (recommended) or WiFi.

2. Open a new web browser and type 192.168.1.1 into their address bar and press enter or go.

= O X
Mew Tab * =+

C @ 192.168.1.1 s

3. In order for Your customer to log into their router, they are 4. They should now see a Zyxel screen asking them to Login.
going to need the username and password which is located
on the card that comes with their router. This is normally
located on the slot on the back.
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ZY)(EL |  XMG3927-B50A

Login
User Name
admin
Password
@
Login
SSID Zyxel_ xxxx
Wireless key XXXKXKXIKKOKKKNK
User name admin
Login Password KOXXXXKXKKX

Password not working?

KCOM Commercial in Confidence

If this password doesn't work, the router requires a factory reset. To
do this, Your customer will need to inset a pin into the 'Reset’ hole
on the back of the router for 10 seconds. After a few minutes when
the router has turned back on, go back to Step 1.

5. Type in the username and login password, then select Login.

6 Once they have logged into the router, they will see
the Home screen. This is where they can get an overview of what's
happening on their router. At the top right of the screen, select the
three black lines to open the Menu.

zv):EL | XMG3927-B50A _> =

Connectivity System Info

Model Name XMG3927-B50A

@ @ () Firnware Verson V5. 13(ABMT.0)D2

System Uptime 0 days 0 hours 16 mins 31
secs

LAN MAC Address 54:83:3A:0B:A3:A4

> WAN Status Connection down >

WiFi Settings Guest WiFi Settings @2
:’«i 2.4G WiFiName  WiF Password 2.4G WiF Name WiFi Password
@) ZIyxel A3A5  ssesesecss ') Iyxel_A3A5_guest ....eeesee ©
1
:’f? 5G WiFi Name WiFi Password 5G WiFi Name WiFi Password
C. Zyxel_A3A5  ssssssssss @ Zyxel A3A5_guest ...ceeceee [®)

! N

7 They then need to select Network Setting and then Wireless
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Home X z Y >< E L | XMG3927-B50A =
Network Setting (4] Using Masx. Upstream/Downstream Bandwidih will significantly decrease the Wifi performance.

Broadband § BSSID 54:83:3A:0B:A3:A5

Wireless Security Level

. Wizard
Home Networking e S More Secure
— DR (Recommended)
outing

Qo3 Theme -

NAT |

DNS @) Security Mode WPA2-PSK -

IGMP/MLD Restart _’ S s e

Vian Group @ Enter 8-63 ASCIl characters or 64 hexadecimal digits ('0-9", "AF").

Interface Grouping \erEREED Password alb2c3d4es ‘—

USB Service E S —— —

—
Home Connectivity \7
Logout

Security
System Monitor Cancel Apply

8. A page labelled WiFi will open. Your customer needs to look
for WiFi Network Name in the WiFi Network
Settings section. They should delete this and then type in a
new name for their wireless network.

9. Now they need to scroll right to the bottom of the page. The
customer needs to look for Generate password
automatically and they should untick this so it lets them set
their own password.

Their wireless name and password will now be changed -
remember, they'll need to reconnect any of their wireless
devices using the new details.

They need to choose a password that's at least 8 characters
long into the Password box, then click Apply at the bottom.
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3. The customer should now see a Zyxel screen asking them
to Login .

How do they setup port forwarding?
4. In order for a customer to log into their router, they are going

Setting up port forwarding on a customer’s Zyxel XMG to need the username and password which is located on the
3927 router allows their devices to connect to servers and other card that comes with their router. This is normally located on
devices over the internet. This is most commonly done for games the slot on the back.

consoles such as Xbox or PlayStation. ZYXEL

1. Your customer needs to connect a device to their Zyxel router

using an Ethernet cable (recommended) or WiFi. SSID Zyxel _ xxxx
Wireless key XOOOCOCOOOO0OK
User name admin
Login Password XOCOOKANX

o

5. Type in the username and login password, then
select Login.

2. They then need to open a new web browser and
type 192.168.1.1 and press enter or go.

Mew Tab b4 +

§e

C @ 192.168.1.1
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zY)(EL | XMG3927-B50A ENG -

Login

User Name

admin

Login

Password not working?

If this password doesn't work, the router requires a factory reset. To
do this, Your customer will need to inset a pin into the 'Reset' hole
on the back of the router for 10 seconds. After a few minutes when
the router has turned back on, go back to Step 1.

6. Once they have logged into the router, Your customer
should see the Home screen. This is where they get an
overview of what's happening on their router. At the top right
of the screen, select the three black lines to open the Menu.

7. Select Network Setting then Home Networking.

Home

Network Setting
Broadband
Wireless
Home Networking

Routing

DNS

IGMP/MLD

Vlan Group
Interface Grouping
USB Service

Home Connectivity
Security

System Monitor

Wizard

Therme
Restart
Language

B

Logout

8. A page labelled Home Networking will open. The first thing
they need to do is set their device to always use the same

IP address.

9. They need to select the Static DHCP tab at the top and then

press Static DHCP Configuration to the right.
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ZY)(EL | XMG3927-B50A

¢ Home Networking

LAN Sefup  StaticiDHGRN UPnP  Addifional Subnet  STB Vendor ID « Wake on LAN |« TFTP Server Name
“ 3

When any of the LAN clients on your network want an assigned fixed IP address, add a static lease for each LAN client.
You may need to know the clients’ MAC addresses in advance in order to process the setup quickly.

q 4= stafic DHCP Configuration

# Status MAC Addresz IP Addrezs Medify

10. Once inside the Static DHCP Configuration page, set the
following:

Active - Switch on
Group Name - Can be left as Default
IP Type - Leave this as IPv4
Select Device Info - This will show Your customer a
drop down menu of all devices connected to their
home network. They need to select the device they
want to port forward (e.g. Xbox Console)
o MAC Address - This will autofill once they've chosen
a device.
o |IP Address - This will autofill once they've chosen a
device.
They should make a note of the IP address number as they'll

need this later; OK must then be pressed to save the settings.

o O O O

ZY><EL | XMG3927-B50A

Static DHCP Configuration

Active C.

Group Name Default -

IP Type Pvd

Select Device Info Xoox-SystemOS(192.168.1.230) -

MAC Address le = 2o - 3¢ - 4d - 5 - 6f

P Address 192 168 1 23
Cancel QK

11. Now it's time to forward the port. At the top right of the
screen, they need to select the three black lines to open
the Menu.
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ZYXEL ' xmosszrssoa —_— to press Add New Rule.

ZY >( E L XMG3927-B50A

Connectivity System Info
Model Name XMG3927-B50A
; B Frmware Version  V5,13(ABMT.0)D2 Port Forwarding
L J = ‘
System Uptime 0 days 0 hours 16 mins 31
Port Forwarding is commonly used when you want fo use Infermet activities such as, online gaming, P2 file sharing or even
SECS) hosting servers on your network. It creates o bridge to allow ancther party from the intemet, to contact a specific LAN
LAN MAC Address 54:83:3A:0B:A3:A4 clent on your network camectly
> WAN Status Connection down > _> 4 Add New Rule
Server
Service  Originating WAN P Start  End Transafion  Tronslation
# Staluz  Name P Interface  Address Port  Port Start Port End Port Protocol  Modify
WiFi Settings

Guest WiFi Settings —@

D)

2.4G WiFiName  WiFi Password 2.4G WiFi Name WiFi Password

[ Mote
@ Iyxel A3A5  seeeccenes © TyXel_A3A5_gUESt .uuvssesas © The TCF port 7547 1t esepcl iR o
1
:’«? 5G WiFi Name WiFi Password 5G WiFi Name WiFi Password
(j Zyxe|7A3A5 ---------- @ ZyXél_A:'!AS_gUeST ,,,,,,,,,, @
1
> > ZY )( E L XMG3927-B50A =
12. Select Networking Setting then NAT.
Home X < Add New Rule
Network Setting
Broadband e _.
Wireless ( Sendce Name Xbox Live
Home Networking Wieard ETHWAN v
Routing
Qo3 Mhame End Port
NAT | ransiation Start P 88
DNS Q ransiation End Port 88
IGMP/MLD Restert eyt
Vian Group Q
Interface Grouping e . .
USB Service E
. - . . .
T 14. A list of settings will now appear but Your customer needs to
Security know what ports they need to forward before changing
System Monitor anything.
13. A page labelled NAT will open. Make sure that Your .
Ppag : P . They can usually find the ports that they need to forward, by
customer is on the Port Forwarding tab and request them
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looking on the website of the service they're wanting to
forward. As port forwarding for games consoles is most
common, they can find the ports and protocols for Xbox
Live here, and for PlayStation here.

o Active - Switch this on

o Service Name — Your customer needs to type in a
name so they can identify why they're forwarding
ports (you can recommend the name of the service
and then the port number)

o WAN Interface — Your customer needs to set this to
the KCOM service name (Connect Fibre is
ETHWAN)

o Start Port, End Port - If Your customer is forwarding
a single port, they will need to type the same port
number in both of these boxes. If it's a range, then
they need to type in the start port, then the end port.

o Translation Start Port, Translation End Port -
These will autofill

o Server IP Address — They need to type in the IP
address that they noted down in step 8 earlier

o Configure Originating IP - Leave this unticked

o Protocol - Set this to the correct value provided by
the service they're forwarding

Once Your customer has finished, instruct them to scroll down

and press OK to save their changes. They can repeat this
process for any additional ports that need forwarding.

15. Their ports will now be forwarded.

How to check the settings on your Zyxel XMG 3927 router
Router firmware is periodically upgraded for all our Zyxel XMG
3927 routers. Firmware is the permanent software fitted in the

customer’s router that enables it to connect you to the internet.

Upgrading the firmware will reset Your customers router and could
mean any changes they have made to their router's settings - such
as changing their username or password - could be lost.

This article gives you easy to follow steps to help the customer
check and make a note of their current settings before an upgrade
takes place so they can re-input them if they wish to after the
upgrade is complete.

After the router has been reset, they can open this article again for
help re-entering their settings.

Remember, they only need to take a note of these settings if they
have changed them at any time from the default settings that their
router came with and want to re-input them once their router has
been reset.
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Login to the router ZYYEL  xmosszr-ason e v

1. Your customer needs to connect a device to their Zyxel
router using an Ethernet cable (recommended) or WiFi. Login

User Name

Password

@
Login
2. Then they need to open a new web browser and type

192.168.1.1 into their address bar and press enter or go.

If they've previously changed the default gateway IP 4. In order for Your customer to log into their router, they need

address to something else, they'll need to type this instead. to type in the username and password that they set when
first installing the router.

Mew Tab X + B = If they didn't set a new password, they're going to need the
username and password which they can find on the
C @ 192.168.1.1 & card that comes with their router. This is normally located on

the slot on the back.

3. They should now see a Zyxel screen asking them to Login.
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the default, we recommend Your customer makes a note of them so

ZYXEL they can change them back after their router has been reset.

ssID Zyxel_ Xxxx To view the WiFi password, press the Eye icon.

Wireless key OO0 These instructions should be enough for most users.

User name admin However, for advanced users who use the more complex features on
. their router, the following instructions may also be helpful. Remember,

Login Password OO0

these instructions are only for advanced users - if the customer has
never heard of LAN, DHCP or port forwarding, don't worry: they won't
notice any difference to their connection following the reset.

Type in the username and login password, then

select Login. Your customer should now be logged into the
router. WiFi Settings
ZY)<EL | XMG3927-B50A e
= 2.4G WiFi Name WiFi Password
2.4G
Login - ] My_Network )
e e = 5G WiFi Name WiFi Password
56
admin C. My_Network sssssnnsns @
Password
- 2

Login

Checking LAN / DHCP scope
The LAN information is displayed on the Home screen.

e |IP Address: 192.168.1.1 (this is the default IP address to
access their router gateway)

e Subnet Mask: 255.255.255.0

e |IP Address Range: 192.168.1.41 - 192.168.1.240 (any
device that connects to their network will use one of these
addresses)

Checking wireless name and password

Your customer’s Wi-Fi settings can be found on the Home page in
the WiFi Settings section. If these details have been changed from
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e DHCP: This should be turned on to automatically assign an Checking port forwarding rules

IP address to a device
The port forwarding rules they currently have setup can be found in

LAN the NAT section. To get there, select the three black lines at the top
right of the Home screen, to open the Menu. Now select Network
IP Address 192.168.1.1 Setting, then NAT.
Subnet Mask 255.255.255.0
IP Address Range 192.168.1.41 ~ 192.168.1.240 Home X
DHCP @ Network Setting
Lease Time 1days Ohours Omins Broadband
> Wireless §
Home Networking Wizard
If Your customer can see anything other than these settings here, we z;i”ng
recommend they write down the information so they can fill this back in Al e
after the router has been reset. To do this, they need to click on the NS O
arrow at the bottom right. IGMP/MLD R
Vian Group Q@

Interface Crouping

This will bring up the following screen where they can type in the
information.

Language
USB Service

Home Connectivity B)
Logout
Securit
¢ i ecurity
System Monitor
LAN IP Setup IP Addressing Values
\P Address 192 188 1 1 Beginning IP 192 188 1 2 L . .
iress Any existing port forwarding rules that have been setup will show here.
Ending IP
e addrss P We recommend Your customer makes a note of these so they can set
them up again once their router resets.
DHCP Server State
DHCP Server Lease Time 1 days 0 hours 0 minutes
Save
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NAT Select Static DHCP at the top of the screen to see details of their

existing DHCP reservations.
Port Forwarding Port Triggering DMZ ALG  Address Mapping Sessions

Port Forwarding is commonly used when you want to use Internet activities such as, online gaming, P2P file sharing or even hosting servers on your network. It creates a bridge to allow anather party from the

internet, to contact a specific LAN client en your network correctly. Home Networking
+Add New Rule
LAN Setup  StaticDb@Rs UPnP  Additional Subnet  STB VendorID = Wake on LAN TFTP Server Name

# Status  Service Name  Originating IP WAN Interface Server IP Address  StartPort  EndPort  Translation Start Port Translation End Port  Protocol  Modify
When any of the LAN clients on your network want an assigned fixed IP address, add a static lease for each LAN client. You may need to know the clients’ MAC addresses in advance in order to process the

1 Q FTP Default 192.168.1.100 2 21 21 2 TCcP B e
< Static DHCP Configuration
# Status MAC Address. IP Address Modify
Checking Static DHCP reservations ' ? seatrcc120450 @0
Static DHCP reservations can be found in the Home
Networking section. To get there, select the three black lines at the
top right of the Home screen, to open the Menu. Now select Network How does a customer setup and connect to the Guest WiFi on
Setting, then Home Networking. their Zyxel XMG 3927 router?
Setting up Guest WiFi on a customer’s Zyxel XMG 3927 router
Home X gives Your customer’s guests access to the internet without them
Network Setting knowing the customers password or having access to their home
Broadband network'
Wireless §
Home Networking Wizard
Routing
Qo3 Theme
NAT |
DNS O
IGMP/MLD Rastart
Vian Group @
Interface Grouping e
USB Service
o B3
Home Connectivity
Logout

Security

System Monitor
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How does a customer turn on Guest WiFi?

1. Firstly, a customer will need to connect a device to their
Zyxel router using an Ethernet cable (recommended)
or WiFi.

2. Open a new web browser and type 192.168.1.1 and
press enter or go.

Mew Tab * +

C @ 192.168.1.1 =

3. They should now see a Zyxel screen asking them to Login.

ZY)(EL | XMG3927-B50A ENG v

Login
User Name
Password

Login

To log into their router, Your customer will need the
username and password which they can find on the

card that comes with their router. This is normally located on
the slot on the back.

ZYXEL
SsID LZyxel_ xxxx
Wireless key XXRXHOCOOCOHKKX
User name admin
Login Password XOOOOOXEXAX
\
_/
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5. Type in the username and login password, then
select Login.

Password not working?

If this password doesn't work, the router requires a factory reset. To
do this, your customer will need to inset a pin into the 'Reset' hole
on the back of the router for 10 seconds. After a few minutes when
the router has turned back on, go back to Step 1.

ZY)(EL | XMG3927-B50A ENG v

Login

User Name

admin

Password

Legin

6. Once Your Customer has logged into the router, they'll see
the Home screen. This is where they can get an overview of
what's happening on their router.

They need to look for the section labelled Guest WiFi
Settings and then press the switch so it turns on (it should
go blue). Now they need to press the arrow underneath to
the right so they can change the settings.

ZY><EL | XMG3927-B50A

Connectivity System Info
Model Name XMG3927-B50A
o J Firnware Version  V5,13(ABMT.0)D2
System Uptime 0 days 0 hours 16 mins 31
secs

LAN MAC Address 54:83:3A:0B:A3:A4

> WAN Status Connection down >
WiFi Seftings Guest WiFi Settings @ <=
;’«1: 2.4G WiFiName  WiF Password 2.4G WiFi Name WiFi Password
@) Iyxel A3A5  sesssssass @ Zyxel A3A5 guest ....ee00ee ®)
1
’5”3 5G WiFi Name WiFi Password 5G WiFi Name WiFi Password
@) Iyxel_ A3A5  secessaacs @ Zyxel A3A5 QUESt seuieenoes ©

- —

7. A page labelled Guest WiFi Settings should open. This is
where they can set the name and password for their guest
network.

They can untick Random Password to unlock the WiFi
Password box, then type in a new password before
pressing Save.
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Z Y): E I_ | XMG3927-B50A

< Guest WiFi Settings
wiFi @
Wifi Name Zyxel_A3A5_guest]
WiFi Password | ==em=e=ees @

Random Fassword

M Hide Wii nefwork name (i

Save

ZY><EL | XMG3927-B50A

Connectivity

@

WiFi Settings

= 2.4G WiFi Name
246

@ Zyxel A3A5

= 5G WiFi Name
56

@ zyxel A3AS

WiFi Password

—

System Info

Model Name XMG3927-B50A

Firmware Version  V5.13(ABMT.0)D2

System Uptime 0 days 0 hours 16 mins 31

secs

LAN MAC Address 54:83:3A:0B:A3:A4

WAN status Connection down >

Guest WiFi Settings @

2.4G WiFi Name WiFi Password

Zyxel A3A5 guest ...ceseses @
1

5G WiFi Name WiFi Password
Zyxel_A3AS_guest .....0eeee ©
! S

2. Then they need to select Network Setting and

How can a customer create multiple Guest WiFi access points?

Their Zyxel XMG 3927 router can actually have up to three different
guest access points at a time. This means three different 'networks'
will appear with different names and/or passwords.

To enable these, your customer needs to edit some Wi-Fi settings.
1. Assuming they’ve already logged into their router using the

instructions above, at the top right of the screen, they need
to select the three black lines to open the Menu.

then Wireless.
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YXEL E
XMG3927-B50A =
Home X Z >\
Network Setting .
WiFi
Broadband (
Wireless
e Generalm Cuest/More AP MAC Authentfication  WPS WM  Others | Channel Status = MESH | WLAN Scheduler
Home Networking 4 »
Routing A WiFi network name (also known as SSID) and a securify level are basic elements to start o Wi-Fi service. If is
QoS recommended fo set @ security level other than no security to protect your data from unauthorized access or damage
Theme via Wi-Fi netwaork,
NAT |
DNS O WiFi
Restart
IGMP/MLD WiFi Keep the same settings for 2.4G and 5G WiFi networks
Vian Group (¢ ] WiFi Network Setup
Interface Grouping
Lenguoge Band 24GHz -
USB Service
E) Wii @
Home Connectivity o .
i Channel Aute v e 1o
Security Bandwidih 20MHz A

Control Sideband

System Monitor

4. The list of Guest Wi-Fi Access Points will now show. Any
of the access points in the list that show a lit lightbulb in
the Status column means that access point is active and
visible to devices for people to connect to.

3. A page labelled Wi-Fi will open. Your customer needs to
look for the Guest/More AP at along the top and press it.

To modify the settings or turn on any of the access points,
your customer will need to click the Modify button on the
right which looks like a pen and paper icon.
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ZY><EL |  XMG3927-B50A

unsure, we recommend leaving this as 'External Guest'.
Max. Upstream Bandwidth - They can restrict upload
speeds by typing a speed in Kbps here, but we recommend
leaving this blank.

Max. Downstream Bandwidth - They can restrict download
speeds by typing a speed in Kbps here, but we recommend

WiFi
General  GuestiMeresARs MAC Authenficafion WPS WMM  Others  Channel Status - MESH  WLAN Scheduler
< 3

This modem can enable up to 4 WiFi networks to work at the same fime. Assign a name and a security level (if needed) to

start the 2nd, 3rd, and 4th Wi-Fi network services.

Status

SsiD

Security

Guest WLAN

Modiify

leaving this blank.

#
4 —
1 ] Zyxel_A3A5_guest WPA2-Personal External Guest <— ZY>\ E L | LR =
2 ] Zyxel_A3AS5_guesi2 WPA2-Personal External Guest
3 @ Iyxel_A3AS_guestd WPAZ-Personal External Guest
< More AP Edit
WiFi security can protect the data from unauthorized access or doamage via WiFi network. You need a WiFi network name
(also known cs SSID) and security mode 1o set up the Wi-Fi security.
WiFi Network Setup
WiFi @ )
Security Level
5. A page labelled More AP Edit will show - this is where they i Network Name el A3 gues
can turn on their selected guest network or change other Do ss0
settings. The top of the page has the following settings: B Guest Wi
Access Scenario External Guest v =y

Ma. Upstream

Bandwidih Kops

WiFi - This should be switched on if Your customer wants
this network to be available for guests

WiFi Network Name - They can type a name for their guest
network here (this needs to be different from their usual 6.
network name)

Hide SSID - Ticking this means the wireless name isn't
broadcasted, but devices can still connect if they already
know the wireless name.

Guest WLAN - This should be ticked.

Access Scenario - There are two modes to choose from
here. 'Home Guest' allows users to connect to each other
directly, whereas 'External Guest' blocks users from
connecting to each other directly. If Your customer is

Max. Downstream

Bandwidth Kops

Further down the page, they should see the following
settings:

SSID Subnet - Leave this switched off.

Security Mode - Leave this as WPA2-PSK

Generate password automatically - If Your customer
wants to set their own password, untick this.

Password - If they unticked the box above, they need to
type their own password here (minimum 8 characters long).
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Once finished, press Save at the bottom of the page.

ZY>< E L | XMG3927-B50A

e e e e e e e e e
BSSID §2:83:3A08:A3:A6
SSID Subnet [ )

Security Level

More Secure

No Security (Recommended)

KCOM Commercial in Confidence

Security Mode WPA2-PSK v

Generate password automatically

Enter 8-63 ASCIl characters or 64 hexadecimal digifs 10-9", "A-F).
Password | meeeeeees ®

Strength weak

ot

Cancel QK

7. Finally, once all the steps have been completed their
settings for the guest network will now be saved.
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How to help a customer setup their
Technicolor DGA2231 (4231) router?

(Note: Technicolor DGA2231 has the same functionality as the
4231. For DGA2231 below this could be either 2231 or 4231)

Their Technicolor DGA2231 router has technology that allows it to
set itself up automatically by detecting the type of connection. This

means Your customer shouldn't have to set the router up manually;
however, we've provided this guide just in case.

o Something to note

Their router can take up to 4 minutes to fully set up on its own,
please allow this time before setting up the router manually.

What types of connection can the router use?

The Technicolor router can be used for Connect Fibre (FTTP),
Connect Fibre [to the Cabinet] (FTTC) and Connect ADSL (ADSL).
Once Your customer’s router has been plugged in correctly, they
can begin manually configuring the router.

Broadband & VDSL Connect Fibre

FTTH Connect Fibre

== 2N

-
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Setting up the Technicolor router manually

1. Connect a device to their Technicolor router using
an Ethernet cable (recommended) or Wi-Fi.

address bar and press enter or go

Mew Tab b4 +

C @ 192.168.1.1

3. Your customer should now see a Technicolor screen with a
number of different tiles. Select Sign In at the top right.

technicolor

L B

_+ Signin

® Version Cobalt (18.3)

»

@ Ethernet Not Connected

@ PPP Connecting

@ TRIAL (2 4GHz)
@ TRIAL-5G (5GHz)

Local Network

©® DHCP Enabled
Gateway: 192.168.1.1
Netmask: 255.255.255.0

Devices

0 Ethernet Devices
Connected

2 WiFi Devices Connecte

WAN Services

©® DMZ Disabled

@ DynDNS Disabled
0 Port Forwarding Rules
0 UPnP Rules.

Firewall

Firewall Level: Medium

Telephony

® Telephony Disabled

Assistance

© Disabled

User Management

Content Sharing

@ File-sharing Enabled

Log Viewer ©® DLNA Enabled

© Technicolor 2019

2 4. They now need to sign in with their login details. The

username will be admin and the password will be
either 'admin' or the access key on the bottom left of the
label on the back of their router.

Now select Sign in.

o Password not working?

If neither of those password's work, the router requires a factory
reset. To do this, your customer will need to inset a pin into the
'Reset' hole on the back of the router for 10 seconds. After a few
minutes when the router has turned back on, go back to Step 1.
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. technicolor
technicolor

Change password

S|gn |n First Time Login : You must now set a
unique password that is easy for you to
remember.

admin ‘Your old password
& p

Cancel Signin —
Repeat new password

® Technicolor 2016
If this is the first time, your customer has accessed the router,
they’ll need to change the admin password. If they've accessed o A L .
the router before, skip to the next section, 5. Flrst,_ it's worth checking whether Your customer’s internet is

working or not as they may not need to manually setup the
Type in their old password which is admin, then type in their router.
new password and then Repeat new password. Then . :
selec[t)Change password P P Check the Internet Access tile. If it shows PPP Connected,
' this means they’re online and should be able to browse. If

They'll now be logged into the router. they cannot browse, they can manually setup the router.

Select the Gateway tile.
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Signin

C—

@ Version Cobalt (18.3)

L

Broadband Internet Access

® Ethernet Not Connected

@ PPP Connecting

® TRIAL (2 4GHz)
® TRIAL-5G (5GHz)

Local Network

©® DHCP Enabled
Gateway: 192.168.1.1
Netmask: 255.255.255.0

Devices

0 Ethernet Devices
Connected

2 WiFi Devices Connecte

WAN Services

@ DMZ Disabled

@ DynDNS Disabled
0 Port Forwarding Rules
0 UPnP Rules

Firewall

Firewall Level: Medium

Telephony

@ Telephony Disabled

Assistance

@ Disabled

User Management

Log Viewer

Content Sharing

@ File-sharing Enabled
® DLNA Enabled

@ Technicolor 2019

Scroll to the bottom and select Setup their Gateway.

@ show advanced | £ refresh data

Gateway

For changes to take effect you must & Restart you gateway. To see the LED's in Hide mode press the i button

Use Network Intercept
Network Timezane ¥
Current Timezone  Europe/London

Restart Device £ Restart

Factory Defaults & Reset

Export Configuration & Export

Import Configuration | Choose file | No file chosen

& Import
Tools

Reconfigure

& Setup your Gateway h

They now need to select the type of connection they want to
setup.

o Ifthey’re using regular broadband where they plug
into a telephone socket, select ADSL.

o Ifthey’re using VDSL Connect Fibre where they
plug into a telephone socket but receive faster
speeds, select VDSL.

o Ifthey’re using FTTH Connect Fibre where they
plug into an ONT (fibre box on their wall),
select Ethernet Port 5.
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o Please bear in mind

If they go ahead with manual setup, their Technicolor will no longer
'sense’ the connection or auto-configure.

When they've selected the relevant connection type, select Switch
Connection Type.

2 refresh data

Setup Your
Gateway

Changing any setting here will disable the Auto sensing of your WAN interface

Connection Type

~

Please click "Switch Connection Type" to see the correct options

% Switch Connection Type ﬁ

Cancel

Type © ADSL O VDSL @ Ethernet Port &
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| selected ADSL...

If Your customer selected ADSL to setup their broadband, some
settings will appear below. Make sure the following settings are set
correctly:

e Set Routed Type to PPPoA

e For Username, type in their KCOM username

e For Password, type in their KCOM password

e Set MTU to 1492

e SetATMVPto1l

e SetATM VC to 50

e Set Encapsulation Typeto LLC
Select Save at the bottom to apply the new settings and setup their
router. Once the router has finished applying the settings, wait 2-3
minutes.

Providing everything was setup correctly, they should now be able
to browse the internet!

£ refresh data

Setup Your
Gateway

Changing any setting here will disable the Auto sensing of your WAN interface

Connection Type

Type @ ADSL © VDSL O Ethernet Port 5

Connection Configuration - ADSL

Status ® Connecting
Enabled
IPVG
Routed Type PPPoA v

Please complete the user details below

Username KCOMusername

Password | seseesee

Re-enter your password each time, if you do not your password will not be taken correctly

MTU 1492
ATMVP 1
ATM VC 50

Encapsulation Type LLC v
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| selected VDSL...

If Your customer selected VDSL to setup their Connect Fibre, some
settings will appear below. Make sure the following settings are set
correctly:

e Set Routed Type to PPPoE
e For Username, type in their KCOM username
e For Password, type in their KCOM password
e Set MTU to 1492
Select Save at the bottom to apply the new settings and setup their

router. Once the router has finished applying the settings, wait 2-3
minutes.

Providing everything was setup correctly, they should now be able
to browse the internet!

2 refresh data

Setup Your
Gateway

Changing any setting here will disable the Auto sensing of your WAN interface

Connection Type

Type O ADSL @ VDSL O Ethernet Port 5

Connection Configuration - VDSL

Status @ Connecting
Enabled @D
rve @D

Routed Type | PPPOE v

Please complete the user details below

Username KCOMusername

Password

Re-enter your password each time, if you do not your password will not be taken correctly

MTU 1492

VLAN Enabled (@)

VLAN ID 101
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| selected Ethernet Port 5...

If Your customer selected Ethernet Port 5 to setup their Connect
Fibre, some settings will appear below. Make sure the following
settings are set correctly:

e Set Routed Type to PPPoE

e For Username, type in their KCOM username

e For Password, type in their KCOM password

e Set MTU to 1492
Select Save at the bottom to apply the new settings and setup their
router. Once the router has finished applying the settings, wait 2-3
minutes.

Providing everything was setup correctly, they should now be able
to browse the internet!

o= refresh data

Setup Your
Gateway

Changing any setting here will disable the Auto sensing of your WAN interface

Connection Type

Type © ADSL © VDSL @ Ethernet Port 5

Connection Configuration - Ethernet WAN
Status @ Connecting

Enabled @0
e @D
Routed Type PPPOE v

Please complete the user details below

Username KCOMusername

Password

Re-enter your password each time, if you do not your password will not be taken correctly

MTU 1492

VLAN Enabled  (JoF
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Technical Specifications

Equipment Dimensions

ECI ONT DZS ONT Zyxel XMG3927 Technicolor DGA4231
Height | 16cm 15cm 18cm 17 cm
Width | 19.5cm 25.5cm 24cm 27cm

Depth

Without Bracket 3cm

Without Bracket 4cm

Without Bracket 3cm

Without Bracket 3.5cm

With Bracket 5cm

With Bracket 5.5cm

With Bracket 8cm

With Bracket 5cm
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DGAA4231

Technical Specifications

Hardware Wi-Fi

B [nterfaces WAN 1R <DSL ke part B Full dual band cencurrent Wi-Fi access paints, Wi-F eertified”
1 autosensing 10{100{1000 Base-T Ethernet WAN port 2.4 GHz (3x3) |EEE 802110 AP

B [nterfaces LAN 4-port autosensing 10/100/1000 Base T Ethernet LAN switch 5 GHz (4x4) IEEE BO211ac AP

IEEE 20211n 2.4 GHz Wi-Fi
IEEE aoznac 5 GHz Wi-Fi
2FXS POTS ponts

2 USE 2.0 master parts

B Buttons & LEDs Wi-Fi an/off buttan

WS button
Reset button (recessed)
Power button
5 status LEDs
B Power input DC jack
B Power supply 12 VDT external PSU
B AC Voltage 100 - 240 VAC. 50 - 60 Hz (switched mode power supply)
xDSL modem

B Supparts mulli mode standards
W ADSL compliancy ITUT Gooa1 Amex A (Geme)
ITUT Gesa.2 Annex A (Glite)
ITU-T Gogal (Ghs)
Rates up to 8 Mbps downstream and 1 Mbpe upstream
ITUT Gowa3 Annex A, L (Gdrmtbic)
ITU-T Gw52.4 Annex A, L (Ghtebis)
ITU-T Goes.4 (Ginp)
Rates up to 12 Mbps downstrearn and 1 Mbps upstrearn
ITU-T Gooa5 Annex A, M
ITU-T Gwse4 (Ginp)
Rates up to 24 Mbps dowmstream and 3 Mbes upstream
ITU G932
505
SRA
INM
Up to VD5L2 profile 355
ITUT Gosa.s (Gueeter)
ITUT Gowes (Ginp)
B Supports Dying Gasp (optional)

® ADSL2 comphancy

W ADSL2: comphancy

m V/DSL2 compliancy

with IEEE 802Tac compliant transmit beamfarming
WPAT™ Enterpaise | WPA™- Entarpii:
WPAZ™Persanal | WPA™ Persanal
WRAZ™ + WRA™ mixed mode (AES and TKIF)
B Wi-Fi Protected Setup (WPS™)
B Wi-Fi Multimadia (WMM®) and WMM-Pewes Save
B U te 4 BSSIDs {virtual AP) suppert per radie interdace
B Wireless hatspot capabilities
W Band Steering
W 33 MIMO 7.4 GHz Wi-Fi featunes
2.4 GHz Frequeney bande
2400 - 2483.5 MHz
2.4 GHz Wi-Fi power up to 20 dBm (100 mW EIRF)
SGi (Short Guarel Interval)
STBC (SpaceTime Block Cods)
20, 40 MHz bandwidths
B et MU-MIMO 5 GHz Wi-Fi features
5 GHz requeney hands
5150 - 5250 MHz
5250 - 5350 MHz with Dynamic Frequency Contro
5 GHz Wi-Fi power up to 30 dBm (1000 mW EIRP)
SGi (Shart Guard Interval)
STBC (Space-Time Block Cods)
LDPC (FEC)
Mulgi-User MIMO
TRC (Trarsrmit Pawer Contral)
OCAC (O Channel Availsbilty Cheek)
20. 40, 80, 160 MHz bandwidths

u Wi-Fi

W RXTX switched diversity
W Diynarric rate switching for optimal wireles performance
B Manualfaute radio channel selection

Voice and telephony Services
B “pice technologies Vaice aver [P {VolP) B Life Cycle Management (LCM) for developing ad d servi
W Yhice signalling SR B Open architecture for 3rd party appbcation and Ul development
W Vbice codecs G, G, G729 B 3G/LTE 4G mobile fall-back WAM connection (thraugh USE adapter)
iLBC (internet Low Bitrate Codec) B Enabled to support Technicolor Managed Services
Wideband 5722.2 AMR-WB (optional) Wireless Doctor™ {sold separatehy)
Tza B VPN dient fserver scenatios LITR/IPSec
B Echo cancellation 3148 compliant FPTE
8 Comfort Moise Generator (CH) Open'/PM
W Vhize Activity Detection (WAD) B Wireless hotspot {optional on request)
B Flexible teleghone number per FX5 handset, induding commen numbers Based on HotSpot 20 technologies
B Supplementary and advanced services Passpaint™
Caller I GRE tunneling
Call waiting (on call basis) EAR
Call forwarding (no answer/busy/unconditional) Fon
Call transtering B Parental control URL- ard (optional) content-based website filt
Call hold, call retum Time-based access contral {Time of Diay)
Calling Line Identification Presentation (CLIF) B Printer sharing PP
Calling Lire Identification Restriction (CLIR) LPD
Calling Mame Identification Presentation (CMNIP) Server Message Block (SMEB) Samba printer sh
Calling Mame Identification Restriction (CMIR) B Content sharing Server Message Block (SMEB) Samba file server
Fax tranzparency | V92 transparency UPnP A media server and contral point
F-wary conference DLMA® DS
Message ¥Waiting Indicator (MW Metadata support
Call completion to busy subscriber B HOD file systerns FATz2, NTFS
Abbreviated number EXT2 EXTz EXT4
Anomymows Call Rejection (ACH) HF5+
Dostinctive ringing
NS SRV Networking
& SIP server Back-to-Back User Agent B Symmetrical MAT with application helpers (ALG:)
® Interaperable with main market softswitches B Game and application sharing MAT port maps
B DHCP conditional serving & relay
Management B DNS server & relay
B Custormizable user-fiendly GUlvia HTTP and HTTPS B |GMPY3E proxy (Fastleave)
B Command Line Access SHell (CLASH) B |EMP sncoping (full routed)
S5Hw2 B DHCP spocfing
B Wb senvices AP for remote access (portal management, diagnostics, apphcations, ) W |EEE 8021g VLAN brdging. multiple bridge instances
o Web-t ang i (irestall/dk i ptive portal) B MLD Praxy for IPvé
B AutoWAM sensing” {autarr Jection and confi 1 of WAN interfaces) B Port Contral Pratocol (PCF)
W TR-0&% CPE WAN Management Pratocol (CWMPY) B Multicast to unicast translation on Wi-Fi interfaces

B Fero-touch autoprovisioning

TR-098 ntemet Gateway Device (JG0) management
TR-104 voice service provisioning and configuration

TR-111 home network device management

TR-140 =torage service provisioning

TR-143 netwoek throughput performance tests and statistical
manitoring

TR-157a3 Life Cycle Management (LCM)

TR-181i2 Device:2 data modal

IPv6 networking

IPvd [ IPwé dual IP stack
Supparted modeks PPP(oE)(0A)
IPaE{od)
Transitioning dird 5o Jind
D5-Lite
Statefid connection tracking | stateful inspection firewall
DHCPws Statefulstateless DHCPw dlient
Stateless DHCPv server
Feelay
Prefix Dielegation
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Quality of Service Package contents

Security

Dimensions: H 17cm; W 27cm; D 3.5cm (5¢cm inc bracket)

KCOM Connect Broadband Fibre Residential Frequently Asked Questions (V6 11/03/2022)
Document Owner: Regulatory
pg. 48



KCOM wholesale

Zxyel XGA3927
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Wireless
« Wireless Protected Setup (WPS)

Staotus LEDs indicators:
= Power/System

‘Wireless Standard * WK = WAN
= 80211 b/g/nfoc 2.4 GHz, » WPAZ-PSK with AES = Intarnat
data rate 600 Mbps » Sacurity type = LAN

= 30211 a/nfoc 5 GHz,
data rate 1733 Mbps

G.fast/VDSL and ADSL Compliance
= Gfost

» Multi 85ID: up to 4
» MU-MIMO support

VLAN/QoS
= 80210 VLAN togging/un-togging

= WLAN-2 AG/WPS
= WLAN-5G/WPS

= 3.9700 (Power spectral density » Support flexible traffic classification =12 DC/25 A
’/? specification) Fi 1) & Security
Rz % = 3.9701 (Physical layer frewall & Secls
/////é /// /44////// //// % ap-ac:iﬁnc:rt?:n} e « Ganeric packet filter
s Reset - 5.9941(G hs) » DoS attack prevention » Item dimensions (WxDxH}:
WS button WLAN button : “=a U ® - G.9872 (Physical layer + Parental control 990 % 175 x 33 mm
P - " management for Gfast use (B.66" X_E-BE" x129")
DSL SB  Ethernet WAN zm: Pml:on fransceivars] » File sharing s ltem weight 535 g (18 16)
P :J}ort po: ¢ port i « G.9971 extinctions for G.fast + 3(3/46 back up with USB dongle » Packing dimensions (WxDxH)
= Bandwidth: 2 - 106 hMHz 291 x 246 x B0 mm
« VDSL: Management (145" x D.68" x 3147)
«(3.9931VDSL = Web/HTTP: 3 level log-in via 55H or » Packing weight: 985 g (218 |b.)

Dimensions: H 18cm; W 24cm; D 3 cm (8 cm inc bracket)

= 5.993.2 VD5L2, Band 997, 898,
Ower POTS

= Support VDSL profiles: Ba/ble/d,
12afb, T7a, 30a and 35b

= Gwector

= ADSL:

= 5.9921(G.dmt)

= G.992.2 (Glite)

= AMSI TL413 compliant

= 5.992.3 (ADSL2)

= 3.992.5 (ADEL2+)

*GIMNP support

Router/Bridge Features

= |[EEE B021d transporent bridge &
basic spanning tree

= PPPoE (RFC 2516)

= PPPoA (RFC 2364)

= MAC encopsulation routing/IPoE

» Matwork Address Translation (NAT)

» MAT wvirtual server {port forwarding)

= DHCP client/serverfrelay with DHCP
option 43/60/61125

» DNS proxy/dynamic DNS

= Stotic/Policy route

= [GMP V1, v2, w3

= [Pvd/IPvi

Telnat

+ Firmware upgrade via Web/TFTR/
FTR/TR-069 RPC method

» Text based configuration

+ Configuration bockup/update/
restora default via Web

« Configurable access control for
remote manogement
(interface and/port number)

« DSL forum TR-068, TR-098

« TR-1M and TR-181i2

= SNMP v, w2

« Rom-D support

» UPNP port forwarding rules on page

= WAN: One 101001000 Mbps

« Ethernet port RJ-45

= Wireless:
= Three internal antennas (2.4 GHz)
& Four internal antennas (5 GHz)

= D5L: Ona RJ-14

» Ethernet: Four 101007000 Mbps

» Ethernet ports RJ-45 (BPEC)

» USE: One USB 3.0 host

Button

= One reset button

« Ome WPS onjoff button

« One WLAN on/off button

Operating Environment

= Temperature: 0°C to 40°C

= Humnidity: 105 to 0%
{Mon-Condensing)

Storoge Environment

= Tamperature: -30°C to 70°C

= Humnidity: 10% to 95%
{Mon-Condensing)

« Sofety: CE-LVD
» EMC: CE

» Wirelass gateway

= Power adapter

= Ethernet cabla

= RJ-1l cabla

» Quick start guide

» Safety warning card

* The maximum wirekess datn is derived from

IEEE Stondard 8021 specificotions. Actual
dota transfer rate will vary from network:
envircnmant inchuding: distance, netaark
traffic, building site materiols/constrection,

interfarence from other wireless devices, and

other odverse conditions.
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ECI ONT (GPON ONT B-Focus 0-4G2PCM UK)

Specificati
Interfaces= 10/100/1000 Bame-T: 4 POTS: 2
Dimensions 185mm xlédmm =233mm (W = D 2 H, without brackst)

185mm nlédmm =51lmm (Wx D = H, with brackes)

FPower Supply

+12V (feed via extermal AZ/DC adapter)
Z2-PIH power adaptor inpus

Dying Gasp =upport

FPower switch

Power Consumption: le=s than 13.5W

Environmental

Temperature: 090 =~ 40°C

Humidity: 5% ~ 55% relative humidity

Safety SEMI

CE certificate
FCC/UL compliant

Installation

Desktop mounting & wall mounting

GEPOH Inserfaces

Compliant with ITU-T &.982 GPON standards
3FF typ= lamar, SC/APC connector

CI&z patantad Bollk on board optical solution
1.244 Gbps Burat Mode Upstream Transmitter

2.408 Gbps Downstream Receiver
Compliant with ITU-T G.9684.2 Bmdl, Class B+

B §.58Bm ~+3d43m launch powar, —27dBm sensitivity, and —EBdBm
owerload
Wavelengths:

¥ U3 1310nm, DS 148%0nm
Laser compliant with FCC 27 CFR Part 15, Class B, and FD& 21 CFR

1040.10 and 1020.11l, Class I, OHNT support Class C or Class C+ optics

.584.5 Blocking Filter as an option

as an op
Support

Mulsiple T-CONI= per device

Multiple GEM Ports per device

Flexible mapping between EM Ports and T-CONT

Activation with automatic discovered 3N and pas=sword in conformance
with ITU-T G.584.2

AES-12E Decryption with key generation and switching

FEC (Forward Error Correction] imn both directions=

DBA reporting by piggyback reports in the DERu (mode 0 and mode 1)

302.1p mapper service profile om U/3

Mapping of GEM Ports into a T-CO0NT with priority gueuss basad
mchedaling

Support Multicast GEM port and incidental broadcast GEM port

Ethernet
Interfaces

10/100/1000 Bamse—-T interface with RJ-45 comnectors

Ethernet port auto negotilation or manual configuratiom

MDI/MDIX auwtomatically sense

Hardware priority gueues on the downstream direction in support of
Co3

802_.1D bridging

VIAN tagging/detagging per Ethernst port

VIAN stacking (Q—in—Q)} and VLAN Tran=lation

IPF To3/D3CP to 302.1p mappin

KCOM Connect Broadband Fibre Residential Frequently Asked Questions (V6 11/03/2022)

Document Owner: Regulatory
pg. 50



KCOM Commercial in Confidence

Specifications (continued)

Gateway Features © zouting
{continued) Traffic classification and Qold based on Layer 3 and Layer 4

Identifier

mms Controal List (ACL

PN Pass thru for Peoint to Point Tuaneling Protocol (PPTF), Layer 2

Tunneling Prosocol (LZTP] and IP Security Prosocol (IPS=c)

on Layer Gatew
zad Zone [(DMI)

r (RLG]

main Hame Se

Time Frotocol

Plug and Flay [(uP

Scatelamss Rhdbdress RAutoco iguration (SLAAC)

of Berwvice based om UNI, VLAN-ID, 802.l1lp bit, and combination
Marking/remarking of &0Z_1p POT3 Inserfaces E 1 connectors
IGMP w2 =nooping and IGMP snocoping with proxy report
Broadca=ss/Mulsicast rate limi ng i Ring, 5
Gateway Features | Hulsiple WAN interfaces supporsing
WAN connection
B Pgint—to—Point Protocol ovezr Ethermnet (FFFoE] " 5.711 (p-law and R-law]
® Dynamic Host Configuration Frotocol | " 5.72% (2 and B
® Static
DECF server for LAN devices
ONS relay ity Detection and CTomfortable Noise Insertion
Hetwork Address Trans=lation (HAT) / Hetwork Addres= Port Translation
(HAPT)
Port fozwarding

Specifications subj

change without no

RFC 2E2323 or 3IP INFO meshed

Support warious CLA3SS sarwvices - Caller

r Call Waiting, Call

Forwarding, Call Tran=fezr, Call Toggle, Three Way Calling.
Di we Ringing, etc.
for FRX, modem connection

T.28 FRX
Configurable dial plan

Country tone generation

IP conf

LED3 POWER, OFTICAL, LAN1~LANZ,
ORAM Standard compliant OMCI
ed by ITO-T G.5

T

erbedded operation=s channsl]

and G.983.2

services inclu WLEN and

ubset of TR-09%8 and TR-1
C report, performa:

c& maor

Bemotely scfitware age download over Ok
and rebooting

ld=s two sofswars sets with software image insegrisy checking and

automatic rollback

cations subject to change without notice
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DZS ONT

Technical Specifications

Dimensions

EinHE10inWxGin.D
EemHeodemWalEZem D
Weight

m 1012180045 - 054 kg
Power

m 12WDC, 2,08 max

w Power Supply: 100-2400AC, 5080 He, 24W out

m ficund barmel-typa connector for power input

u Zxd Molex-typa connector for optional BEU
power input with alarm reporting

Interfaces

w Nabwork Interiace {GRON Uipnk}

- SLAPC connectar

- Full IMULT G.584 compliance

- Oass B4 opfics

- (.585 wareelongth locking fiter

- GPON Type B redundancy support
u GPOM T

- Upstream data rate 1.3%5 Ghps

- 1310 nmi cptics

- OFB traremmittar

- Launch Powser: +0.5 1o 55 dBm
m PO Bx:

- Dowrestroam data rat: 2.5 Ghps

- 1430 nm cptics

- APONTL receiver

- Rocoivar Sonsithity: -28 dBm

- Input power overicad: £ dBm

- Input powser damage: +5 dBm
w LAN Ports

- Four 10/ 00M D00Baz0-T LAN ports

- RI4E conneciors

- Parto MDH-X oromsover control

- Pt Speed or manual saection
& POTS Forts

- Two FXS ports

- A1 connecions

- 5 REM per fine

- Battany voltage: 4EVDC

- Max loop oorrent: A0mA

- Ringing woltage: £8Vrrrs @ F0V25 Hx
& Wiki - E02.11higin:

- 2.4 GHz band

- 2 MIMD 38 intemal ariennas

- (hanrel width: 20 MHz, 40 MHz
& Wik - B02.11 afnfac

- & GHz band

- 33 MIND A intemal amennas

- Chanrel width: 20 MHz, 40 MHz, 80 MHz
w USH Ports

- Ona US3 2.0 port

- 3G dongla support for wplink fallback

Wireless Support

w 5804 @ 24GH: + 4@ SEGH:

m Max number of subsenbers: 54 per Radic

w Max 2.4GHz T porwer- 100 mW fal models)

® Max 5BGHz Tx power: 400 mW (all modsls)

® Authortication Seourity: WER, WRAPSK, WPRAZ,
WPAZ-PSE, B0 1x

w Encryption: WEP 64-bit, 128 ki), 825,
TKIFLAES

& WPS modes: push-button, AR AN, 5TA PR

w RADIUS Server support

m MAL addre fibering

m Accem Point and Wirokes Bridgo modeos

Standards Support

® [TULT G.524 complant

w [EEE BOZ.3 Ethernat

w [EEE 807 1piq VLANS

w [EEE 802.3u Fat Ethomat
w [EEE B0Z.3ab 10008sa-T

Voice Support

w 5P (RFC 3261}

w MGCF

® Codec G711 fulaw and AL, GTZ90, GT25
w DTMF disling

n Echo cancallation

Frotocod Suppart

- GPOR
Fully ITLHT 594864 compienst framing
G wipont

I T-DOMTa e ceics

I GEM Pt pee cesice

Actwtion wh cizrabe deroeeed T asd
pmrerord i cosloemmrce with TU-T G 564

M55 138 Decrypiion weth ey geeswion asd
waichi

Sappent For Mubcest GEM Port
» OE
Etharrat bridg g srazhing pee KR
B0 140 g
Tuft mansgeean oy quassg)
Gt wifs mppns doe K B0 0 + DS
» VLA
P oot GG B 1 WLAN IO premning
AlVLAH Dn npprind
VLA s guagng
VLA Saching b=l
WL Sartching
u BT
GNP ¥ Srooping
VLA mrport
uleywr
B0 3= o et
Aiarats WA lnaming and aging
Uit # of WAT ccmem for
R oondigmed Fowm
Sepped for up i 4, 166 MAAC addrmm for 5
nfic flown
Eradcant s il
P WED
w7 Rousang and Pl
L

HATHAFT
Pt bewardeg
CHCF S
M Sarems
umP
» v
Pl 1Pt Cuaal Stk i

e Mrds (sruesrner: -t of INE

Frarm)
ot Sappeet for BRoeted, ard PoRok-Sediged
VLANS
D Pt charst s e
Eouter Advertaement oo LN ude interian
ot Bicuind and PPoE-Sedged VLM
AN o et scruiston of WAN-ads
19t ke = Caniereary
CLland HTTP marsgerent v P ackme
3063 managerresi sa P sddmmn
Management

= Onacl

m Wiah L

= Cu

» S

= TROG9, TR-104 and TR-596

m Lzr iUnited Sewrics Parviicning

Requiatory Coenpliance

= CE
- LTI,

CRarts

R DML, 10T

=
w RS 300N

Cpsrating Requirsmants

 Opwing Terpmmiu: T Io 400
= Srage TempmEre IO 0 T
 Relaie Homidty @ o 5%, ron msdemng
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What are the estimated download and upload
Speeds?

The estimated download and upload speeds can be found on the
KCOM website at
https://www.kcomhome.com/products/broadband/speed-
check/

For our VDSL Services, the line speed You actually receive will be
dependent on a number of factors including the quality of the line
and the distance from the exchange.

For further information regarding Line Speeds, or for further
information regarding the actual speed that Your Customers will
receive, please contact The Wholesale Provisioning Team at
wholesalepartners@kcom.com.

What are the download and upload

allowances?

The download and upload allowances can be found on the KCOM
website at Connect Broadband Fibre Residential Packages
(kcomhome.com).

The Monthly Usage Allowance commences on the Service Start
Date of the applicable Order. The Monthly Usage Allowance will
normally run for the same duration as the calendar month.
However, the Monthly Usage Allowance in the Customer’s first
month of Service may run for up to 6 weeks.

Any Usage above the Customer’s Monthly Usage Allowance will be
chargeable at a rate per each GB as set out in the Price Manual
(the “Additional Usage Charge”).

We will send email notifications to the email address You provide
for this purpose when You place Your Order. When a Customer’s
monthly Usage reaches 80% of the Customer’s Monthly Usage
Allowance and then again when the Customer’s monthly Usage
reaches 100% of Your Monthly Usage Allowance.

How many IP addresses are provided with

each package?

Unless otherwise agreed, we will supply 1 IP Address, which will be
either static or dynamic, as determined by each Order. For the
avoidance of doubt, neither You or any Customer shall obtain
ownership of any IP Addresses unless such IP Addresses are
provided by You or Your Customers.

What specifications are provided for email on

each package?

KCOM will provide 5 POP mailboxes, each with 3 email aliases.
We will provide 250MB storage for these mailboxes. Email anti-
spam and anti-virus protection is also included.
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How much webspace is provided for each

package?
KCOM will provide 50MB of basic webspace with each service.

Is a domain provided for each package?
Yes, KCOM will provide a free.co.uk domain, if requested.

What is the contract period?
A 12-month contract is applied to the packages.

Will the packages have traffic shaping applied

to them?

Traffic shaping is not applied to the Connect Broadband Fibre
Residential products. However, all broadband services are subject
to natural contention. For more information, visit the KCOM website
at this link https://www.kcomhome.com/legal/traffic-management/.

Will there be restricted access to any Bit

torrents / news sites?
No KCOM will not restrict access to Bit torrent or news sites.

What contention ratio does the service come
with?
The Connect Broadband Fibre Residential service has a

guaranteed committed rate which is driven by technology and the
end address where service is provided.

What are the provisioning times?

Orders for service will be processes by KCOM within two working
days. If you require an appointment at the time of order, contact
KCOM on 01482 602512. We will then review the work that is
required to fulfil the order and contact You the reseller to advise
You of the appointment dates for survey and provision of the
service.

All orders are subject to survey and appointment availability.
Provisioning can take between 4 to 10 days depending on the work
required to connect the service.

What is the order process?

You can check if fibre is available at a particular address by visiting
the KCOM website at Products | KCOM (kcomhome.com). If fibre is
available, orders and requests should be submitted using an up-to-
date application form to Wholesalepartners@kcom.com. This form
will be sent to you by the Wholesale Team.
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On receipt of an application for a new provision of service, we will
process the request within two days. If you require an appointment
at the time of order, contact KCOM on 0800 7022000, Option 1. If
all the requested information has been provided, the order will be
logged and passed through to Our provisioning team who will
manage the processing of the request until complete. If any
information is missing from the application, then You will risk a
delay in the processing of your request. KCOM will not assume
anything under any circumstances and will pass the application
back to the originator. Any missing information or fields not
completed in the order, we will reject the order and the process will
start again when we receive a clean order.

If a request has been passed to Wholesalepartners@kcom.com
and there is missing information which prevents the order from
being passed to the processing team, it will be rejected. When the
order has been rejected, we will notify You by telephone and/or via
email. When the request has been revised and submitted to Us, it
will be treated as a new request. If the request is clean upon
verification, then it will be passed through to the processing team to
action as per the ‘Clean Order Process’. If the order is still incorrect
or cannot be passed for any reason, then it will be passed back to
you the customer again. The official lead time will only commence
on acceptance of a fully completed request.

You will first receive an update via email confirming that your order
has been accepted and has been input onto Our systems for
provisioning. A second email update will be sent from Our
processing team confirming the order details, username, password
and date of the survey and / or installation appointment. Upon
completion of the service, a third and final email update will be sent,

confirming that the order has been fully completed and that the
service, if necessary, has been end-to-end tested. Other emails
may be sent to You to provide further updates as necessary.

What is the SLA?

Service All Connect Broadband Fibre services

Online (where an online portal exists), 24 hours a
day, throughout the year; or
Telephone the Client Support Centre during the

Technical hours of:
Support Monday to Friday 08:00 — 21:00
Saturday 08:00 — 18:00
Sundays and bank and public holidays 9:00 —
18:00
Repair time — End of Next Working Day (this
excludes network outages or faults that require

Service on-going monitoring; working days are Monday-
Level Friday and exclude Bank and Public Holidays)
Agreement 85% of calls answered in <60 sec

95% of emails replied to within 1 working day
75% of issues fixed at first point of contact

Will | receive updates about an order?

Yes, you will first receive an update via email confirming that your
order has been accepted and has been input onto Our systems for
provisioning. A second email update will be sent from Our
processing team confirming the order details, username, password
and date of the survey and / or installation appointment. Upon
completion of the service, a third and final email update will be sent,
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confirming that the order has been fully completed and that the
service, if necessary, has been end-to-end tested. Other emails
may be sent to You to provide further updates as necessary.

What hardware (CPE i.e., router) is included?

Where KCOM provides a managed installation, we will provide a
router directly to Your Customer, which Your Customer will use with
the Services. You acknowledge that where We supply a router in
accordance with Section 3.1 of the Terms, such router shall remain
Our property. If the Service is cancelled and/or terminated You
must ensure that the Customer allows Us access to the Customer’s
premises to collect the router, if required. You must not, and You
must ensure that Your Customer does not, remove the Optical
Network Terminal (“ONT”) from the Customer’s premises at any
time notwithstanding whether the Agreement has been cancelled or
terminated or not.

You must ensure that Your Customers take reasonable care of the
ONT and any router that We provide whilst such equipment is at the
Customer premises and that such equipment is protected from
accidental damage and theft. In addition, you must and must
ensure that Your Customers do not allow anyone other than Us to
carry out any repairs or maintenance work on the router and the
ONT.

You will be responsible for the cost of repair or replacement of the
ONT and/or any router supplied by Us if either the ONT and/or the
router is lost or damaged as a result of accidental damage or where
You and/or Your Customer fails to take proper care of the same.

However, we will be responsible for any problems You and/or Your
Customer experience with the use of the ONT and/or the router
where such problems are attributed to any defects with the
materials or manufacture of the same. We will repair or replace any
defective ONT and/or router provided as part of any managed
installation free of charge within the initial 12 months with new or as
new equipment of similar specification to the equipment being
replaced. Beyond the initial 12-month warranty You will be required
to purchase hardware replacement ONT or router as applicable.

If You opt for Our managed installation, then the cost of the router is
included and this will be subject to warranty for the first 12 months.
However, if You and/or Your Customer require a replacement router
after the initial 12 months of service, the ownership of the router
shall be Yours once You have paid for the router in full. We will
assign the benefit of any product warranties given by the
manufacturer or supplier of the router to You; and You will be
entitled to a replacement router if You experience any problems
with the router, during the initial 12 month period following on from
the date on which We supply the router to You, if such problems
can be attributed to any defects with the materials or manufacture
of the router.

The cost to replace the router is £80 excluding VAT.

All Customers should consider the security of their PC. We
recommend the use of current anti-virus software and firewall
protection.

If You purchase a router to use with the Service from Us or are
required to purchase a replacement router after the initial 12
months service, the ownership of the router shall be Yours once
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You have paid for the router in full. We will assign the benefit of any
product warranties given by the manufacturer or supplier of the
router to You; and You shall be entitled to a replacement router if
You experience any problems with the router, during the initial 12
month period following on from the date on which We supply the
router to You, if such problems can be attributed to any defects with
the materials or manufacture of the router.

Are there any other connection and hardware

charges?
The type of connection KCOM provides to You for the Services you

order will be as stated in the Order form. Further details of the
connections We provide are as follows;

e Standard installation; ONT and router located together within
50 metres (usable of fibre length) entrance.

e Premium installation; Dual Ethernet socket and cable to 100
metres (90 metres usable) when You instruct Us that a
Customer’s router needs to be located next to the Customer’s
PCs.

What is the process for managing a fault?

For the avoidance of doubt, you must provide first line support to
the Customer.

In the event of a fault for which You require second line support,
you should notify us by contacting the Client Support Centre.

Faults can be reported to Us either:

e Online (where an online portal exists), 24 hours a day,
throughout the year; or
e Telephone the Client Support Centre during the hours of:
o Monday to Friday 08:00 — 21:00
o Saturday 08:00 — 18:00
o Sundays and bank and public holidays 9:00 — 18:00

Please ensure when contacting the Client Support Centre (0800
7022000 Option 2) You have the following relevant details to hand:

e Customer organisation name & address

e Details of the Services provided to the Customer
e Contact names and relevant security details

e The nature of the fault

The following processes outline Our faults procedure:

1. You contact the Client Support Centre to report a
fault on the appropriate telephone number You have
been given.

2. The Client Support Centre will log details of the fault

on Our faults system and issue You with a unique
Fault Reference Number.

3. The fault is diagnosed and if a Service engineer is
required to carry out a Customer-site visit this will be
arranged with You.

4. The fault is resolved and passed back to the Client
Support Centre to confirm the Service has been
restored to close.
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Can | expedite a fault?

No, all faults will be cleared within the standard SLA and by the end
of the next business day.

Will | receive updates about a fault?

Yes, we will provide you with proactive updates about the fault
when possible.

Is there an escalation process for any issues?

Yes, please contact your KCOM Wholesale Account Manager with
any escalations.

Can you tell me where you have rolled our

fibre?

You can check if fibre is available at a particular address by visiting
the KCOM website at
https://www.kcomhome.com/products/broadband/lightstream-
rollout/.

Do you have an acceptable use policy?

Yes, this applies to End Users and is available on the KCOM
website at this link acceptable-use-policy-kcom-301019.pdf
(kcomhome.com) . It is the Reseller’s responsibility to ensure that
their customers understand this.

Can | use the KCOM Lightstream name?

No, Connect Broadband Fibre is KCOM'’s ‘white label’ reseller
product that we make available to Communications Providers (CPs)
who have signed the relevant Reseller Agreement with us.

Is there an early termination charge?

Resellers are asked to note that where their Customers (on a 12-
month contract) terminate their contract before the end of the
contract You will be subject to early termination charges for the
remainder of the contract term.

Who is liable for security? / Who is liable in the

event of a cyber-attack?

It is Your responsibility to ensure that your Customers consider the
security of their PC. We recommend the use of current anti-virus
software and firewall protection. Email anti-virus protection is
provided with email Post Office Protocol (“POP”) accounts.
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